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1. O0mue moJ1oKeHus

1. Hacrosimue mnopsgok pocryna (manee — Ilopsiiok) coOTpyaHHKOB
["ocynapcTBEHHOr0 OIOJKETHOTO JOILIKOJIBHOIO 00pa30BaTEIbHOIO yUpesKIeHUS
nerckuit cag Ne 6 Mockosckoro paiiona Cankt-Iletepbypra (nanee — ['JI0Y) B
IIOMEILIEHHUsI, B KOTOPLIX BezeTcsi o0paboTka IMepCcOHANIbHBIX HaHHBIX (lajee —
[1/11) B uHMOpPMAIIMOHHBIX CHCTEMaxX IepCcoHaIbHBIX AaHHBIX (manee — MCII/IH),
yCTaHaBIMBaeT eAuHble TpeboBaHUus K Joctymy coTpyanukoB [BJIOY B
cily’keOHble TIOMEIeHHS B 1LIeJIsIX MPeJO0TBpAIleHUs] HapyIIeHUs! MpaB CyObEKTOB
[1/11, oOpaborka [1J[H KoTOphIX HEoOXOAMMa JUIsl OKa3aHHUs T'OCYJapCTBEHHBIX U
MYHHUIHUIIAJIBHBIX YCIYT U 00ecreueHus KaJpoBoi U OyXraaTepcKon AesTeIbHOCTH
B I'BJIOY, a Takxke B wmemsix oOecredeHUs COONIONEHHS TpeOOBaHUM
3aKoHoaTeNbcTBa PO B obactu I1/]H.

2. Hacrosimuii  Ilopsinok  pa3paboTaH B COOTBETCTBUU € YaCTHIO |
«Ilepeynss mep, HampaBlIeHHBIX Ha OOecIeYeHHe BBIMIOJIHEHUsI OOS3aHHOCTEH,
npenycMmorpeHHblx  DenepanbHbiM  3aKOHOM  «O MEpCOHANIBHBIX AaHHBIX» |
IPUHATBIMA B COOTBETCTBUM C HHUM HOPMATHBHBIMU IIPaBOBBIMH aKTaMH,
oleparopaMHy, SBISIOIIMMUCS T[OCYJAapCTBEHHBIMH WM  MYHHUIUIAIbHBIMH
opraHaMu», yTBEpXKIEHHbIX rocraHoBieHueM [IpaBurenscrBa PP or 21 mapra
2012r. Ne211, m mHaocHoBanun «TpebGoBaHuili o 3amurTe HHPOpPMAIUH,
HE COCTaBIISIIONIEH T'OCYJIapCTBEHHYIO TailHy, COAEpIKaIleCs B rocyaapcTBEHHBIX
MHGOPMAIIMOHHBIX CHCTeMax», yTBepkaeHHbIX mpukazoM OPCTDOK Poccun
or 11 ¢eBpans 2013r. Ne 17, u «TunoBeIXx TpeOOBaHWM 110 OpPraHU3ALMH H
obecrieyeHUI0  (QYHKUIMOHHUPOBAHUS  IMIHUGPOBATBHBIX  (KPUITOTPaPUIECKHUX)
CPEeACTB, MpeJHAa3HAYeHHBIX JUIS 3allUThl HH(pOPMAILIMK, HE CcoJepXKallen
CBEJICHUH, COCTABJISIIOIINX IOCY/IapCTBEHHYIO TaliHYy, B Cly4yae UX MCIOJIb30BaHHUs
JuIst oOecrieyeHus: Oe30MMaCHOCTU TMEPCOHANBHBIX HAaHHBIX IPU HUX 00paboTke
B MH(OPMAIIMOHHBIX CHCTeMaX IePCOHAIBHBIX JI@HHBIX», YTBepxkAeHHbIX DCh
Poccuu 21 despainst 2008 r. Ne 149/6/6-622.

3. Kontponupyemast 30Ha (majmee — KOHTpoJUpyeMmas 30Ha) —
IIPOCTPAHCTBO (TEPPUTOPHS], 3[aHUE, 4YacThb 3/1aHUs, IOMEIIEHHE), B KOTOPOM
pacrosio)keHbl cpeactBa aBroMatuzauuu U 3amutel MCITH, B TOM wumCcie

aBTOMaTH3UpOBaHHble paboune Mecra (namee — APM), Ha KOTOpPBIX BemeTcs
obpaboTtka [1]1H.
4. Ilepeyenp nomernieHud, B KOTOPBIX Benercss obpadorka [1/IH, u ux

rpaHulbl  ycrtaHaBiuBaioTcss npukazoM ['BJIOY  «OO6 ompeneneHur TrpaHUIl
KOHTPOJIMPYEMOU 30HBI U TPeOOBaHUH K ee 0e3011acCHOCTU.

5. Hacrosmuit [lopsnok obsi3aTesieH I NPUMEHEHUS M HCIOJIHEHHUS
Bcemu cotpyanukamu I'bJIOY.
6. OTBeTCcTBEHHOCTH 3a COOJIOZIeHUE MOoJIokKeHUH HacTosiero [Topsinka

HECYT COTPYAHHUKH CTPYKTYpHBEIX moxapasuaenenuii ['BJIOY, oOpabateiBaromiue
[1/1H, a Tak)ke pyKOBOJUTENU JAHHBIX CTPYKTYPHBIX ITOIpa3IeIeHHH.

&s Konrtposns  cobmonenuss  TpeGoBanuii  Hacrosimero  [lopsinka
oOecrieurBaeT OTBETCTBEHHBIHN 3a opranu3anuio odopadotku [1/1a1 B 'B0VY.



2. TpeGoBaHusI K NOMEIEHUSIM KOHTPOJHPYEMOM 30HbI

L BeCKOHTPOJIHBIA ~ JIOCTYI ~ CTOPOHHHMX  JIMI[ B  IOMCLICHHUsA
KOHTPOJIMPYEMO# 30HBI JIOJKEH OBITh HCKIIIOYEH.

2. Bce noMelieHus KOHTPOJIUPYEMOM 30HBI JIOJDKHBI OBITh 000PY10BaHbI
OXpaHHOW CHTHAIU3aIMel, 1100 MpelycMaTpuBaTh KPyriIOCYyTOYHOE A€XKYPCTBO.

3. Orpaxnarone KOHCTPYKIUH MOMEUIEHUH KOHTPOJIMPYEMOH 30HBI
JIOJDKHBI  [TPEJIIoJIaraTh CyIIeCTBEHHbIE TPYAHOCTH [UISL HapyHIMTeNls IO HX
IIPEO/I0JICHUIO.

4. K moMeleHusM KOHTPOJIMPYEMOW 30HBI, B KOTOPBIX YCTAHOBJICHbI
kpunrorpadguueckre cpeacTsa 3amuthl IIJ[H (manee — KpPHNTOCPEACTBA) HIH
XpaHsATCS KIIOYEBBIE JOKYMEHTHI K HHM, (llajiee — pPeXHUMHbIE MOMEIIEHHs),
NPEAbABIAIOTCS  y)KeCTOUEHHBIE TpeOoBaHHUs 110 O€30TaCHOCTH, YyKa3aHHbIE B
paszene S HacTosmux [Ipasur.

3. JlocTyn B noMemeHHsi KOHTPOJIHPYEeMOil 30HbI

1. JlocTyIl MOCTOPOHHHUX JIUI[ B IIOMELIEHHS KOHTPOJIMPYEMOW 30HBI,
JIOJKEH OCYIIECTBIISIETCS] TOJIBKO BBUJLY CITy>K€OHOH HEOOXOIMMOCTH.
2. Ha MOMeHT TIpHCYTCTBUSI IIOCTOPOHHHMX JIMII B IOMELICHUH

KOHTPOJMPYEMO#H 30HBI, JOJUKHBI OBITH IPUHATBI MEPBI IO HEIOIYIIEHUIO
o3HakomyieHust TmoctopoHHuX Jmu ¢ [I/lH (Hampumep: MOHHTOPBI MOBEPHYTHI
B CTOPOHY OT IOCETHTel]ed, JOKyMEHTbl YOpaHbl B CTOJI, JMOO HAaXOIATCS
B HEITPO3PAYHOM ITaIlKe WK HAKPBITH YUCTHIMU JIUCTaMU OyMaru).

3, JIonycK COTPYAHMKOB B IIOMEIIEHUS KOHTPOJUPYEMOH  30HBI
odopmiIsieTes ocie MOANUcanus coTpyJHUKoM O0s3aTeNIbCTBa O HepasrilalleHuH
WHpOpMAIHK,  CcoJep)alleld  IepcoHalbHbIE  JAaHHbIE, W  HHCTPYKTa)xa
OTBETCTBEHHBIM  3a opranuzanmio  obpadorku Il B I'BJAOY, mmbo
OTBETCTBEHHBIM 3a obecrieyeHre O€30MacHOCTH  IIEPCOHAJBHBIX  JIAHHBIX
MH(POPMAIIMOHHBIX CHCTEM TIepcOHANBHBIX JaHHBIX I'BJIOVY.

4. B HepaGodee Bpemsi IOMELIEHUs KOHTPOJIMPYEMOW 30HBI JOJDKHBI
CTaBUThCS Ha oxXpaHy. IIpu 3TOM Bce OKHa M JBEpU B CMEXKHBIC MOMEIIECHHUS
JIOJKHBI OBITH HAIEKHO 3aKPBIThI, MaTepuanbHble HocuTenu [1/IH 1oKHBI OBITh
yOpaHbl B 3anupaeMble mwkadsl (ceiidsr), APM BBIK/IIOUEHB] UK 3a07I0KHPOBAHBI.

4. JlocTyn B cepBepHbIe MOMeIIeHHs] KOHTPOJIHPYEMOii 30HbI

l. JlocTym B cepBepHBIE MTOMEIIEHHUsS] KOHTPOJIUPYEMOH 30HBI pa3peléH
tonpko  aamunuctparopy — WMCIIJIH, oTBeTCTBEHHOMY 3a  obecriedeHue
0€30I1aCHOCTH TEPCOHAIBHBIX JTaHHBIX MH()POPMALMOHHBIX CUCTEM IIE€PCOHAIBHBIX
nauaeix ['BJIOY u orBeTcTBEeHHOMY 3a opranmu3anuio oopadotku [1/In 8 I'BAOY.

2. Y6opka cepBepHBIX NOMEIICHUH MPOUCXOAUT TOJIBKO IIPH CTPOrOM
KOHTpOJIE JIUL], YKazaHHEBIX B IyHKTe 4.1 HacTtosmux [Ipasun
3. CepBepHble IIOMEIIEHHUs] KOHTPOJIUPYEMOH 30HBI B 00s3aTELHOM

TIOpsIJIKEe OCHAIAeTCsl OXPaHHOM CUTHAIU3aLUeH, CUCTEMOM BUIIEOHAOIIIONEHUS U
CHCTEMOM aBTOHOMHOT'O ITUTAHUS CPELICTB OXpaHBbI.



4. Jloctym B cepBepHble IIOMEIIEHUS KOHTPOJIUPYEMOH  30HBI
IIOCTOPOHHUX JIMIl JIOIYyCKAeTCs CTPOro IO COrJACOBAHUIO C OTBETCTBEHHBIM
3a opranuzanuio obpadotku [1/11 B T'BJIOY.

5. Haxoxnenue B cepBEepHBIX IMOMEIIEHUSIX KOHTPOJIUPYEMOU 30HBI
MIOCTOPOHHUX JIMI] 0€3 COMPOBOKIAIOIET0 HE JOITYCTUMO.

5. TpeGoBaHHsI K pe;KHMMHBIM NOMeEIEHHSIM

l. PexxuMHBIE  MOMEINIEHHS  BBIACSIIOT € y4€TOM  pa3MepoB
KOHTPOJIUPYEMBIX 30H, PErJIaMeHTHPOBAHHBIX HKCILUTYaTAllMOHHOW U TEXHUYECKOH
JNOKyMEeHTaluenl K KpunrocpeactsaMm. [lomemeHuss DOKHBI UMETh [POYHBIE
BXOJIHbIE JIBEPH C 3aMKaMH, TApaHTUPYIOLIUMU HAAEKHOE 3aKpPhITHE MTOMEIICHUH
B Hepabouee Bpems. OKHa IIOMENIEHUM, paCIOJIOKEHHBIX Ha IEepPBbIX WM
MOCJIeIHUX OdTa)kaX 3JaHUM, a TaKKe OKHa, HaxOJsIIUecs OKOJIO IOXKapHBIX
JECTHULl U JPYTUX MeCT, OTKyJa BO3MOYKHO IIPOHMKHOBEHHE B pPEXKUMHBIE
[OMENIEHUs] TTOCTOPOHHMX JIMIL, HeoOXOAMMO 00OpyAOBaTh MeETANIMYECKUMHU
peméTkaMy, WJIM CTaBHSMH, WIM OXPAaHHOM CUTHAlW3alMeld, WIKM JIpyruMu

CpeACTBaMH,  IpPENSTCTBYIOIIMMU  HEKOHTPOJUPYEMOMY  IPOHUKHOBEHHIO
B PEKHUMHBIE ITOMEILEHHUS.
2, Pa3zmemenue, creunansHoe oOOpylnoOBaHHEe, OXpaHa M OpraHU3aLUs

pexuMa B PEKUMHBIX IIOMCIICHUAX AOJIKHBI HCKIKOYUTL BO3MOXKXHOCTH
HEKOHTPOJIUPYEMOTO IMMPOHUKHOBCHUSA HUIIU Hpe6I>IBaHI/ISI B HUX IMTOCTOPOHHHUX JIMII,
a TaKXXe IIpOoCMOTpa NOCTOPOHHUMHU JIMIIAMH BEAYIIHUXCA TaM pa60T.

3. JUnis mpenoTBpallleHusl MPOCMOTPAa H3BHE PEKUMHBIX ITOMEIICHUN
UX OKHA JIOJKHBI OBITH 3aLIUIIEHEI.
4. PexxumMHble TIOMeNIeHUS JOJDKHBI OBITh OCHAILEHBl OXpPaHHOMN

CHUTHAIM3allMel, CBS3aHHOM CO CIIy)KOOW OXpaHbl 3MaHUS WIK JeXKYPHBIM
110 opranu3anuu. VcrnpaBHOCTh CUTHaJIM3allUM IIEPUOJUYECKH HEeO0OXO0AUMO
IIPOBEPATL OTBETCTBEHHOMY 3a opraHuzanuio obopaborku [I/[H B coBmecTHO C
IIPEJICTaBUTEIIEM CIIY’KObl OXpaHbl WUJIM JEKYPHBIM 110 OpraHU3allMd C OTMETKOM
B COOTBETCTBYIOIIUX JKypHaJax.

5. JUis  XpaHeHUs KIIOYEeBBIX JIOKYMEHTOB, OKCIUTyaTallHOHHOW U
TEXHUYECKOW JOKYMEHTAllUH, MHCTAJUIMPYIOIIUX KPHUIITOCPEACTBA HOCHTEIeH
JI0JDKHO OBITH INPELyCMOTPEHO HEOOXOIMMOE YHCIIO HaIEXKHBIX METAUTHYECKHX
XpaHWIKL, OOOpPYNOBAaHHBIX BHYTPEHHHMH 3aMKaMH C JBYMS DK3eMIUISIpaMU
KJIOYe W KOJOBBIMHU 3aMKaMHU WM IPUCHOCOOJEHUSIMU MJIsL OIe4aThIBaHHS
3aMOYHBIX CKBaXMH. OIMH 2K3eMIUISIp KI04Ya OT XpaHWIUIIA JODKEH HAXOIUThCS
y OTBETCTBEHHOTO 3a opranusanuto oopadorku [1/1a1 B 'B/IOVY.

6. Ilo oxoHuanum pabodyero [JHS pPEeKHUMHOE IIOMEIIEHHE |
YCTAaHOBJICHHBIE B HEM XpaHWIHUIIA JO/DKHBI OBITh 3aKpBIThI, XpaHUIIHUIIA
oIevyaTaHsbl.

7. Kiroun oT peXMMHBIX IOMEIIEHHH, a TakKKe KoY OT XpaHMIIHILA,
B KOTOPOM HaxOJATCS KJIIOYU OT BCeX APYTUX XPaHWIHIL PeKUMHOTO MOMEIIeHHUS,
B OII€YaTaHHOM BHJE JOJIKHBI OBITh CHAaHBI IOJI PACIMCKYy B COOTBETCTBYIOIIEM
KypHalle Cily>)kObl OXpaHbl WIM JeXKypHOMY II0 OpraHH3alll OXHOBPEMEHHO
c mepejaved 104 OXpaHy CaMUX  peXUMHBIX noMemeHud. [leyarw,



[IpeJHa3HAYeHHbIC JUIS  OINEYaTbIBAHUS XPAHMIMIN, JOJ/DKHBI HAXOJUTHCS
y HOJIb30BaTeJIEH KPUIITOCPEICTB, OTBETCTBEHHBIX 3a 3TH XPaHMIIMIIA.

8. Ilpp yrpare Kmo4a OT XpaHWIHMINA HJIA OT BXOAHOH JBEpH
B PEKMMHOE IIOMEIICHHE 3aMOK HE0O0XOJUMO 3aMEHUTh WJIHM IepejesiaTh ero
CeKpeT C M3rOTOBJICHMEM K HEMY HOBBIX KIIOYEeH C JOKYMEHTaJIbHBIM
opopmienreM. Ecim 3aMOK OT XpaHWJIMIIA MepesieslaTh HEBO3MOXHO, TO TAKOE
XpaHUIIMILE HEOOXOAUMO 3aMeHHTh. ITOpSIOK XpaHEeHHs KIIOYEBBIX M JPYrHX
JOKYMEHTOB B XPaHHWJIMIIE, OT KOTOPOro yTpadeH K04, IO U3MEHEHHUS CeKpeTa
3aMKa yCTaHaBIMBAeT OTBETCTBEHHBIM 3a opraHuzanuio o6paGotku I[1J[H B
I'BJOY.

9. B 0OBIYHBIX yCIIOBHSIX PEXHMHBIE ITOMENIEHHUs, HAXOISIIIHECS B HUX
OleYaTaHHbIE XPAHWIIMINA MOTYT OBITH BCKPBITBI TOJIEKO I10JIB30BATEISIMH
KPUIITOCPEJCTB UM OTBETCTBEHHBIM 3a opraHu3aiuio oopadortku [1/Iu B B0V .
[Tpu oOHapy KeHHH IIPU3HAKOB, YKa3bIBAIOIIHX Ha BO3MOKHOE
HECaHKIMOHUPOBAHHOE IMPOHUKHOBEHHWE B OTH IIOMEINEHHS WM XPaHWIUILA
IIOCTOPOHHUX JIMI], O CIYYMBIIEMCS JOJDKHO OBITh HEMEUIEHHO COOOIIEeHO
OTBETCTBEHHOMY 3a opranuzanuio obpaborku IT[ln B I'BAOY . IlpubGsiBumuii
OTBETCTBEHHBIM 3a opranuzanuio obopadorku I1/Jg B I'BJIOY 10iKeH OLEHHTH
BO3MOJXHOCTb KOMIIPOMETA[MH XPaHSIIMXCS KIIOYEBBIX U JIPYTHX IOKYMEHTOB,
COCTaBUTh AaKT U IPUHATH, IIPU HEOOXOJAMMOCTH, Mephl K JOKAIU3AIHH
MOCJIE/ICTBUH  KOMIIDOMETAllMH  IIepCOHANbHBIX JAaHHBIX M K  3aMeHe
CKOMITIPOMETHUPOBAHHBIX KPUIITOKIIOYEH.

10.  Pasmemenue ¥ MOHT&X KpHUIITOCPEACTB, a TaKKe JPYroro
obopynoBanus, (QYHKIMOHMPYIOIIEr0 C KPHITOCPEACTBAMH, B PEKHUMHBIX
TIOMCIICHUSAX JIOJUKHBI CBECTH K MHHHUMYMY BO3MOYKHOCTH HEKOHTPOJIHMPYEMOIO
AOCTyIia  TIOCTOPOHHUX JIMII K  YKa3aHHbIM CpeIcTBaM. TexXHU4eckoe
00CIy)KHBaHUE TAaKOro 06OPYIOBAHUSI M CMEHA KPHITOKIIOUEH OCYIEeCTBISIOTCS
B OTCYTCTBHE JIMLI, HE JIOIYIIEHHBIX K paboTe ¢ JaHHBIMH KPUIITOCPEICTBAMH.

I1. Ha BpeMst OTCYTCTBHS IOJb30BaTeNell KPUIITOCPENCTB YKa3aHHOE
obopynoBanue, INpPH HAIMYAM TEXHUYECKOH BO3MOXKHOCTH, MIOJDKHO OBITh
BBIKJIIOYCHO, OTKIIIOYEHO OT JIMHUM CBSI3W W yOpaHO B oOIlle4yaThIBaeMble
XpaHWIHIIA. B mpoTHBHOM ciiydae 10 COIJIACOBAaHHIO C OTBETCTBEHHBIM
3a oprauusanmio obpaborku [1Jn B I'BJIOY  Heo6X0AMMO NpexycMOTpeTh
OpraHU3alMOHHO-TEXHUYECKHE MEDHI, HCKJIIOYAIOIIIHE BO3MOYKHOCTH
UCII0JIb30BAHUS KPUIITOCPEICTB MOCTOPOHHUMH JIMI[AMHU.
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